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Hacker Mindset

Unprecedented, previously
unimaginable new opportunities
meet unprecedented, previously

unimaginable new threats




Context: Why is the AIVD contributing to this event?

The AIVD contributes to our national security and protects
our democracy against national and international threats

To do so the AIVD...
> investigates Jihadist terrorism and other forms of extremism

> investigates proliferation of weapons of mass destruction

\%

maps known and unknown threats

A\

reports on these threats to its partners

\%

performs security screening of persons in vital sectors
> investigates (digital) espionage and covert (digital) influencing

> detects (digital) sabotage of vital infrastructure

> promotes and contributes to (information) security




Types of threat actors

Opportunistic actors @

, A
‘& a Cyber criminals

Hacktivists

CAPABILITIES

Terrorists .
Persistent actors




Internet has proven to be a game changer
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Physical threats vs Digital threats
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«gmart’ Teddy bears hacked, 2mn pr

children at risk
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Published time 28 Feb, 2017 2U0<

® cloudpets.com

no3aasE

Spiral Toys. the company pehind the CloudPets ‘gmart teddy bears. |eft data of up 10 800,000 customers. including two

million individual recordings. unprotected on their servers for anyon

%
ivate recordings leaked,

e to listen in oNn or View.
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SEARCH Cloud BigData Al Ilol Cybersecurity More ~

DDoS attacks increased 91% in 2017 thanks to loT

In Q3 2017, organizations faced an average of 237 DDoS attack attempts per month. And
with DDoS-for-hire services, criminals can now attack and attempt to take down a
company for less than $100.

.

BY JACK MORSE

IMAGE: GETTY IMAGES/ISTOCKPHOTC

that pacemakers and

. © cloudpet{

g u When your internet-connected lightbulb gets hacked, a university gets DDoS'd.
| Sokal Ty But when the same thing happens to your internet-connected vibrator? Well, al devices could
| milioning let's just say the ramifications are a tad more personal.
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sme Keyless car theft: what you need toknow
Alice Campion - 13 Sep 2021

Keyless cars are great to drive, but do they put you at a higher risk of theft? Here we
explain what makes vehicles vulnerable to being stolen and how to keep your keyless car

safe.

Police chiefs have warned keyless car owners are at risk, following a spike in thefts across
the UK. Keyless entry thefts soared after the first lockdown.

Criminals are using ‘relay technology” to access keyless cars and drive them away. If you've
f got a keyless access car, don’t panic.
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Basic (obvious) security measures

> Strong, multi-factor user authentication

> Ensure that your product is hardened against attacks like:

> S

SQL-injection / LDAP-injection / OS-call injection /
Cross Site Scripting / Cross Site Request Forgery /

Path traversal / Token replay / Session hijacking /

URL-, HTTP-header- of Cookie-manipulation / etc... etc...

ee OWASP.org, featuring:
OWASP Top 10 (2021)
OWASP Dependency Check
OWASP Security Knowledge Framework
OWASP Application Security Verification Standard

£ 0LUASP

Open Web Application
Security Project
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Security measure: keep ALL software up to date

/ [ CVE security vulnerabilit, X >/ [ Apache Tomcat version & X \D

a — X

& ﬂ | & Beveiligd | https://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-887 /version_id-242449/Apache-To... 1}| E;'

Plaats voor een snelle navigatie je bladwizers op deze bladwijzerbalk. Bladwijzers nu importeren...

CVE Details o |

The ultimate security vulnerability datasource

LogIn Register
Switch to https://
Home
Browse :
Wendors
Products
Wulnerabilities By Date

Yulnerabilities By Type
Reports :

CWSS Score Report

CW5SS Score Distribution

|| Search |
| View CVE |

(e.g.: CVE-2005-1234 or 2010-1234 or 20101234) |

Vulnerability Feeds & WidgetsNew [ e

Apache » Tomcat » 8.5.27 : Security Vulnerabilities

Cpe Name:cpe:/5:apache:tomcat:8.5.27

CWSS Scores Greater Tham: 0 1 2 2 4 3 & 7 & 35

Sort Results By : CVE Number Descending CWVE Number Ascending CVSS Score Descending Nur‘nbe
Copy Results Download Results

mscending

Search :
Wendor Search
Product Search
\ersion Search
Vulnerability Search

By Microsoft References

Top 50 :
Vendors
Wendor Cvss Scores

Products
Froduct Cvss Scores

Versions

Level

-3 CVE ID CWE #of Vulnerability Puhlish \%e‘ ess  Complexity Awuthentication Conf. Integ. Avail.
I Exploits Type(s) 3 es5

1 CVE-2018-8037 362 2018- Mone  Remote Medium Mot required Partial None MNone

DB 02 10-16

If an async regale W‘m eW by the application at the same time as the container triggered the async timeout, 3 race condition existed that
could result er Mellg a response intended for a different user. &n additional issue was present in the NIO and NIO2 connectors that did not
correctly track®he closure of the connection when an async request was completed by the application and timed out by the container at the same

time. This could also result in @ user sesing a response intended for another user Versions Affected: Apache Tomeat 9.0.0.M9 to 9.0.9 and 8.5.5 to
3.5.31.

2 CVE-2018-3034 295 2018- 2018- 5.0 None  Remote Low
08-01 10-16

Mot required Partial None MNone

The host name venfication when using TLS with the WebSocket client was missing. It is now enabled by default. Versions Affected: Apache Tomcat
9.0.0.M1 to 9.0.9, 8.5.0 to 8.5.31, 8.0.0.RC1 to 8.0.52, and 7.0.35 to 7.0.88.

3 CVE-2018-8014 254 2018-  2013- - Mone Remote  Low Mot required Partial Partial Partial

05-16 12-05
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Security measures
> Prevent Man in the Middle attacks:

Use (mutual) TLS-authentication between all components
* Use (trusted, validated) PKI-certificates

* Validate certificates (!!!)
* Train end user awareness to be mindful

EV SSL DV SSL

pany [US https ‘www.example.com

' Strict Full Business Validation + Validation of Domain Control

« HTTPS in Web Address Bar + HTTPS in Web Address Bar

' Issued within 10 minutes

+ Company Name in green text in browser

+ Phishing Protection
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Quiz: What is fundamentally wrong with this dialogue?

Unable to Verify Certificate

The certificate from “gmail.com” for
account

“my.email.address@gmail.com”
could not be verified.

(T ——

Ac »pt Cancel
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Is the authenticated end-user actually trustworthy?

WHAT WoULD
ACTUALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL

A CRYPTO NERD'S
IMAGINATION &
HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
EUJHER TO CRACK \T.

NO GooD! [T'S HE TEUS LS THE PASSWORD.
| - Uo56 -BIT Rﬁﬁ" \ GOT 1T,
EVIL PLH!*.I
1S FOILED! ™~

O
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Measure: User and Entity Behavior Analytics (UEBA)

Detecting Hacked Twitter Accounts based on Behavioural Change

Keywords:

Abstracr

Meike Nauta', Mena Habib® and Maurice van Keulen'
VWniversity of Twente, The Netherlands

*Maastricht University, The Netherlands
{ m.nauta® student.utwente.nl, mhabib@maastrichiuniversitenl, movankeulen@ utwenie.nl

Hacked Account Detection, Social Media

Social media accounts are valuable for hackers for spreading phishing links, malware and spam. Furthermaore,

some people deliberately hack an acquaintance to damage his or her image. This paper describes a classifica-
tion for detecting hacked Twitter accounts. The mode] is mainly based on features associated with behavioural
change such as changes in language. source, URLs, retweets, frequency and time. We experiment with a Twit-
ter data set containing tweets of more than 100 Dutch users including 37 who were hacked. The model detects
9% of the malicious tweets which proves that behavioural changes can reveal a hack and that anomaly-based
features perform better than regular features. Our approach can be use used by social media svstems such as
Twitter to antomatically detect a hack of an account only a short time after the fact allowing the legitimate
owner of the account to be warned or protected preventing reputational damage and annovance.
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Security measures

> Know the software/code/libraries you are downloading and using!

> Consider risks related to downloading and using these components

> Use a secure gateway and manage which components to download (and which not to)
> Validate the source and its trustworthiness (website authenticity)

> Check software integrity (signature / hash / checksum)

> Check CVE’s!!!

> And once the software has been successfully downloaded, use:
— Source code scan / analysis /
—Vulnerability assessment tooling
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Assume the system is compromised!

> Monitoring by a professional Security Operations Center:

* What dataflows should be allowed?

(not on allow-list? =» cause for alarm) \_\\ : ////
* What services should be running? & il

(not on allow-list? =» cause for alarm)

* What log-events should trigger an alarm?
(input validation / http header validations)

... and:
» Safeguard logging integrity
* Automated incident response...



SOC without incident response

REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS DOWNLOAD

How Target detected hack but
'ailed to act -- Bloomberg

Despite alerts received through a $1.6 million malware detection system,
Target failed to stop hackers from stealing credit card numbers and personal
information of millions of customers, Bloomberg reports.

The November data breach that affected as many as 110 million Target customers could have
been stopped in its tracks, according to a story published Thursday by Bloomberg.

A team of security professionals was set up in Bangalore to monitor Target's network servers and
alert security operators in Minneapolis of any detected malware. And this process worked as
expected during the November hack. After detecting the hack, the people in Bangalore alerted
the people in Minneapolis. But that's where the ball got dropped, according to Bloomberg. The
hack continued on its merry way.
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1. Security by design




1. Security by design

2. Defence in depth

.‘ 77(",
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1. Security by design

2. Defence in depth

3. Assume breach

2.
: A 9

Verify Explicitly

I LAYERED SECURITY

4

Least Privilege
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Hacker Mindset: Think like a hacker!

O BEAT A HACKER YOU NEED

MO THINK LIKE:-A'HACKER




||\ Bibliotheek

Playlist maken

-
Wil [ ypppeply ::-
R my - -

LT ——— L YA/ D)

'J Nummers die je leuk...

VOLGEN

> Podcast “De Dienst” — now available on / cmy
> New “Cyber podcast” — will launch Q1 2022 \



www.werkenbijdeaivd.nl / jscu.summerschool.sh / www.werkenvoornederland.nl

Relatiemanager AIVD: Guido van Hulzen ':E guido.vanhulzen@minbzk.nl
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